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A quick word about Australia's crippling "Tall poppy syndrome": Our culture is unique in the
world; experts are openly despised and ridiculed, and meta-discussions about

their personalities and motivations rapidly take over and totally eclipse the

conversation, making it impossible to have an educated discussion.

A call for views

Be aware that you are Australian. You probably suffer this condition. If you find yourself
hating my words, questioning my motivation, or thinking about who | am - STOP, take a
breath, and try to return to the topic. This is about Cyber Security, not about Chris Drake.
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This document contains extensive notes from Chris Drake. Phone 0414505452.

These notes are BRIEF and are conversation-topic-starters.  Please call or meet with me to cover each topic with full details and, where needed, evidence.
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Tall poppy
syndrome =

The tall poppy syndrome describes aspects of a

culture where people of high status are resented,
attacked, cut down, strung up or criticized becaus
they have been classified as superior to their pee
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Foreword

Cyber security has never been more important
to Australia’s economic prosperity and national
security. In 2016, the Australian Government
delivered its landmark Cyber Security Strategy,
which invested $230 million to foster a safer
internet for all Australians. Despite making strong
progress against the goals set in 2016, the threat
environment has changed significantly and we
need to adapt our approach to improve the
security of business and the community.

Cyber criminals are more abundant and better
resourced, state actors have become more
sophisticated and emboldened, and more

of our economy is connecting online. Cyber
security incidents have been estimated to
cost Australian businesses up to $29 billion per
year and cybercrime affected almost one in
three Australian adults in 2018. At the same
time, serious cyber incidents like WannaCry,
Cloud Hopper and the intrusion into Australia’s
parliamentary networks illustrate the threat to
our economy, democracy and way of life.

For businesses, a more secure cyberspace will
support the delivery of digital services that
Australians have come to rely on. Cyber security
will underpin our future economic growth and
ensure we remain competitive globally as
Australian enterprises innovate and find new
ways of creating value for their customers.

For nationally significant systems, such as those
that control our power and water, Australia
must position itself as a world Ieodcyber
threat detection, prevention and rse.

This means government and industry will need
to work closer together than ever before.

For individuals and families, | want to ensure
more support and assistance is provided to
keep them safe onliery Australian should
have the confidencetrmat they can keep
themselves and their family safe while taking
advantage of the online world.

| encourage all Austrolionove a say in this
discussion paper — from small businesses to

large corporations, tech experts to interested
individuals. Together we can build on what we
have already achieved and take the next steps
towards a stronger and more prosperous

Austrolio
| look forwara'to hearing your contributions

and insights.

The Hon Peter Dutton MP
Minister for Home Affairs

5 September 2019
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We already are - but - Australian government is blind to the outstanding Australian-built products that exist - vendors are forced to move overseas to gain sales and market share, because Australian government refuses to adopt our solutions.
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Excellent goal, but blaming the victim is not the way to do this.

Australians can only be safe when the products and services they use have reliable safety inbuilt.  This is not happening - instead - Australians are being blamed when the fault lies not with them,. but with the companies who fail to give them adequate security to use.
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This sounds excellent, but in my vast experience of these kinds of mechanisms to-date, there is never any serious consideration of the feedback that is provided.  Mistakes and wrong approaches are never corrected.  Nobody wants to re-write a report when they got it wrong, so they simply ignore our feedback.

On a scale of 0 to 10, please rate how likely you think it is, that if you received sufficient feedback to *fully justify it*,  this Strategy would be discarded and completely re-written from scratch?
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Was that the right idea?

Inviting all experts would have been more productive.  Our voices are now being drowned out by public opinion.


Introduction

The internet is an essential part of life for

many Australians. We use it to work, stay in
touch, access entertainment, pay the bills and
manage our finances. At the same time, more
of the things around us are connecting online,
including our cars, household appliances and
industrial machinery. The benefit this brings is
enormous, but it also exposes us to new threats
from those who wish to do us harm.

Australia’s 2016 Cyber Security Strategy set

out Government's plan to strengthen our cyber
resilience and security. The Strategy, backed

by a $230 million investment, built Australia’s
cyber security foundations and raised national
awareness of online threa@ce 2016, we
have opened the Australi ber Security
Centre within the Australian Signals Directorate
to be the single point of cyber expertise for the
Australian Governme have also formed
Joint Cyber Security C<—<es across the country
to work more closely with indust d we have
created a 24/7 Global Watch t@ond to
critical cyber incidents.

The rapid pace of change in cyberspace

and the extent of our reliance on the internet
means we cannot be complace loss of

an essential service like electrici'@\]ter or
transport has the potential to cripple the
economy, cause social unrest and, ultimately,
damage our welfare and way of life. There are
also many who seek to undermine our strong
and enduring institutions. Recent incidents such
as compromises of the Australian parliamentary

A call for views

networks, universities and key corporate entities
illustrate that the threat continues to be
significant. Even smaller scale cyber incidents
affecting families and local businesses often
lead to financial loss, business interruption,
identity theft and psychological stress.

We want to explore with you how Australia can
position itself to meet cyber threats, now and

into the future. In forming a view, we will need to
consider whether responsibilities are appropriately
assigned in keeping everyone so!s will require
a thoughtful discussion about how=overnment,
businesses and individuals can share responsibility
for cyber security in the future to get the best
outcome for everyo

For the Strategy to be successful, we need to
develop and deliver it in partnership with the
Australian community. This discussion paper
seeks views from all Australians about how

to grow Australia’s cyber security and future
prosperity. Cyber security affects us all and
we are seeking views from smalll, medium and
large businesses, industry bodies, academia,
advocacy groups, not for profits, government
agencies, community groups and members
of the public. We have posed a series of
questions you may wish to answer as you
offer your thoughts.

By working together, governmenodemio,
industry and the community can LZJgthen our
nation's cyber resilience across the economy to

ensure we prosper as a nation and protect our
interests online.
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This was the WRONG approach.

"Awareness of Threats" is blaming the victims.

The only reason they ARE victims, is because the providers of their online services (google, facebook, government, banks, Telstra, ISPs, and so on) refuse to adopt secure solutions that adequately protect their customers.

It's not our role to stay safe.

It is those PROVIDERS role to KEEP US SAFE.
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This has been a raging failure.  I have repeatedly made use of this service reporting multiple critical security oversights in Australian government systems, and in every single instance, my reports were ignored, systems were never corrected, and my freedom-of-information requests to attempt to uncover the reason for the systematic failure of the ACSC have all been blocked.

I have watched public servants deliver blatant lies about their security compliance to senate inquiries.

I have been deeply involved at multiple levels with government refusal to comply with even the most basic supposedly-mandatory security controls in their systems, and they refuse.

I have attended forums conducted by the ASD where they lament their lack of influence over government departments.  They literally tell us that their have to allow government departments to get hacked, so they can learn their lesson, so they will hopefully then take action.
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This is not true.

We attempted to become part of the threat-intelligence sharing system, and we were excluded because the government feared that we might use the knowledge we gain of the threats they are facing for commercial advantage.

YES - we build and sell the tools which keep them safe, and they refused to let us know how the tools they are using are falling, out of the fear we might make money selling them the solution.

I kid you not.
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Ask the ASD how many departments follow 100% of their advice.
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They are NOT!
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Yes. And it should NEVER be the individuals.
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This is true, but in my CONSIDERABLE experience, the Government point-blank refuses to work with the Australian cyber sector most of the time.


Where we are now

We have made a lot of progress since the = Invested in skills and education, including

release of the 2016 Cyber Security Strategy. through Academic Centres of Cyber

We have: Security Excellence at the University of

—  Opened the Australian Cyber Security Melbourne and Edith Cowan University,
Centre to bring together the Government's and national Certificate IV and Advanced
cyber expertise in one location and Diploma qualifications.
strengthen our ability to meet current Further detail on progress against the 2016
and emerging threot@ Strategy is at Appendix A.

= Built stronger partner with businesses,

While we have delivered these outcomes,

we have also noticed growth in the scale

and severity of malicious cyber activit ber
criminals continue to target Australians and are

governments and academia, including
through the establishment of Joint Cyber
Security Centres in five capital citie

—  Established a 24/7 Global Watch to enabled by tools that are cheap and widely
respond rapidly to cyber incidents available. The most basic do not require a high
and launched cybergov.au as a new level of technical knowledge, making it easier to

‘one-stop-shop’ for cyber security OdViC@ undertake criminal activities. Valuable personall

—  Shown international leadership by information, which can be used for financial
appointing an Ambassador for Cyber fraud or other serious crimes, is a major targe
Affairs, strengthened our commitment
to act in accordance with existing
international law and agreed norms of
behaviour in cyberspace, and supported
activities that build cyber capacity across
ASEAN and the Pacific.

State actors are also growing more organised,
confident, and sophisticated in using cyber
espionage and interference to promote their
national interests. Malicious cyber activity
includes efforts to influence public opinion and
interfere in democratic processes. This includes

= Publicly attributed significant cyber the 'hack and release’ of sensitive information,
incidents to multiple nation stotes@ which is intended to embarrass the target and
= Supported our domestic industry gh damage their reputation with the public.

AustCyber (the Australian Cyber Security
Growth Network), Austrade's Landing Pad
Program and a $50 million investment

in the Cyber Security Cooperative

Research Centre. @
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While new threats are constantly appearing,
known vulnerabilities and basic techniques
that have been used for decades also remain
effective against networks that lack baseline


http://cyber.gov.au
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Failed - see above
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We need LESS, not more cyber centers.

There should be one only, for everyone, so nothing gets lost or swept under the carpet.
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Needs strong debate - contains a range of blatantly false advice that is actively making the problem worse.
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There appear to be massive flaws in this attribution, made even more suspicious by the refusal to provide supporting evidence, and the overseas investigative findings that contradict ours.

How much of what we say is politically motivated?, and how much is fed to us by our Allies and we don't check the facts ourselves?  How much is commercial-advantage-motivated?  Nobody seems to have learned the WMD lesson.
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Many deep flaws in this.  They're supposed to grow our domestic industry.  They have never done a survey of us.  How can they grow us, when they have no idea who we are, or what we do ?

cnd
Sticky Note
An excellent indicator that your outcomes are not working
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Census had no security.  They refused to fix it when I reported this.

AEC also had no security, and also refused for YEARS to fix this, and to say I tried hard is a BIG understatement.


cyber securmersories of all kinds routinely
scan the en ent for easy targets. Many

Australians continue to fall victim because they
fail to observe, or are unaware of, basic online
security practices,

Against this backdrop, Australia’s

critical systems, including in the energy,
telecommunications and transport sectors, are
becoming increasingly digitised. International
cyber incidents have disrupted power grids,
degraded public health and transport systems,
and damaged physical infrastructure. These
new threats, if realised in Australia, could

threaten physical safety, economic security,
and the continuity of Government and
its services.

Australians are relying on the internet and
digital services more than ever. Technologies
such as automation, artificial intelligence,
virtual reality and the internet of things will
continue to transform the way we live, work and
interact with each other. These changes bring
unprecedented opportunities for all Australians.
However, these changes also make us more
reliant on technology and potentially more
vulnerable to malicious cyber activity.

We welcome your views on

n What is your view of the cyber threat environment?
What threats should Government be focusing on?

Cyber Security by the Numbers

—  $2.3 billion was stolen by cyber criminals
from Australian consumers in 2017."

— 964 data breach notifications were
made under the Notifiable Data
Breaches scheme from April 2018 to
March 2019, 60 per cent of which were
malicious or criminal attacks.? @l

— 53,474 reports were received by the
Australian Cybercrime Online Reporting

Network in the 2017/18 financial year, and
64,528 in the 2018/19 financial year

[®]

— 2500 per cent increase in the sale
of ransomware on dark net sites
between 2016 and 2017, with basic tools
costing as little as $1.3

— 250 per cent increase in the share of
inbound emails that were phishing
messages in 2018 alone.*

—  $2.1billion per year, at least, is the
estimated economic impact of identity
crime in Australia.® 80 per cent of
victims receiving assistance from IDCare,
Australia and New Zealand's nationall
identity and cyber support service,

reported a psychological impact. @

1 Norton 2017, Norton Cyber Security Insights Report, available from https://au.norton.com/cyber-security-insights-2017.

2 Office of the Australian Information Commissioner, Notifiable Data Breaches Scheme 12-month Insights Report, available from https://oaic.gov.au/
assets/privacy/notifiable-data-breaches-scheme/statistics/ndb-scheme-12month-insights-report.pdf.

3 Carbon Black 2017, The Ransomware Economy, available from https://www.carbonblack.com/wp-content/uploads/2017/10/Carbon-Black-

Ransomware-Economy-Report-101117.pdf.

4 Microsoft 2018, Security Intelligence Report, Volume 24, available from https://www.microsoft.com/en-us/security/operations/

security-intelligence-report.

5 Australian Institute of Criminology 2017, Estimating the costs of serious and organised crime in Australia 2016-17.
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Like the majority of government web sites.

TLS is an ISM *mandatory* control.

The A‐Z directory of government services in 2017  listed 992 different web sites.  Zero of them used best-practice
security (TLS + HSTS + HPKP), only 51 of them (5%) use HSTS security, and 678 of those websites (68%) use no
encryption whatsoever. 

The entirety of the gov.au domain needs to be HSTS restricted.  The government and all cloud suppliers to it (including all ASD approved suppliers!) are completely untrustworthy when it comes to basic ISM compliance.  Take away their ability to non-comply!!!

Also take away the accreditation of ASD-approved suppliers (e.g. Amazon) who blatantly allow their customers (government, eg, AEC) to use their cloud services with no security !!
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WRONG WRONG WRONG !!!!!!!

THIS IS BLAMING THE VICTIM.

IT IS **NOT** THEIR FAULT

It needs to be the PROVIDER who is repsonsible for giving the users the correct tools with KEEP THEM SAFE without the user needing to observe, be aware of, or understand so-called basic security advice.
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Government needs to be added into this scheme.

There are 4 new intrusions into Australian government systems every day, but there is no mechanism whatsoever to encourage those departments to secure their systems, and they are exempt from this act, so their ineptitude never makes it way into the public.
The FoI system is also broken - every FoI request relating to "Security failures" gets denied - nobody questions the excuse of "because Security", so the failures never reach the public, and never get fixed
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This reporting needs to stop.

Crimes should be stopped, instead of wasting victim time trying to gather increasingly useless stats (useless, because after they find out that these reports do nothing, they and their friends won't report again)
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DTA refused to use leading Australian solutions to help curb this problem, and have instead built a biometrics matching Orwellian nightmare system, which is has had 2 total failures, 3 complete rewrites, and is still not in use.
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Focus on PREVENTION FIRST

Take down the easy things - like real-time eradication of the outgoing telephone infrastrucutre of scam callers, real-time action against the providers of services that support online crime, and against foreign natioon networks or governments that fail to take action when they support crime


Positioning ourselves for the future

Changes in the cyber security environment
mean we should consider whether we can
better position ourselves er, detect and
respond to threats as they-emmerge. Answering
this question means first determining the most
appropriate role for governments, industry
and the community in keeping Australia
cyber-secure. Cyber security has always been
a shared responsibili@t it is worth asking
whether the balance sponsibilities among
these groups is right.

End-users, such as individuals and small
businesses, carry a high level of risk in managing
their online activity and often bear the loss
caused by malicious activity. They are often

not best placed to identify or respond to cyber
risks, or assess the gravity of the consequences
should a cyber risk be realised. This applies to
most individuals and smalll businesses, but can
also be true of large scale enterprises.

In contrast, providers of goods and services

that help customers access or benefit from the
internet tend to have a better understanding of
cyber risks and their potential consequences.

Some hardware manufacturers, software

vendors, owners of infrastructure and internet
based platforms have sophisticated protection@
in place, while others are far less mature in
supporting the cyber security of their customers.

Finally, the role of Federal, state and territory
governments in cyber security has traditionally
been limited to protecting government
networks, enforcing the law and offering advice.
The owner of a compromised network can
invite Government to assist in remediation
when a nationally significant cyber incident
occurs, but is under no obligation to do so.
Businesses are generally only required to
report significant compromises of personal
information, so Government may be unaware
of significant incidents that threaten Australia’s
national security or economic prosperity
unless the company reports the incident

or it is noticeable to the public.®

The implication of current arrangements is that
end-users carry a significant portion of the risk,
and Government has a limited role in protecting
a large number of systems critical to our way of
life. Whether these outcomes are correct is one
of the most fundamental questions we need to
explorr current settings support personal
choice and responsibility, and encourage
business investment in the digital economy.

An alternative approach might be to prioritise
cyber security by transferring responsibility for
managing a greater portion of cyber risks away
from end-users and onto industry and business@

6 Listed companies may also be obliged to publicly disclose any incident (including security breaches) that impacts on their stock price.
Financial entities covered by the Australian Prudential Regulation Authority's information security rules have an obligation to notify the

regulator of material breaches.

Australia’s 2020 Cyber Security Strategy
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Missing PREVENT !!!!

"Prevention is better than cure" !!
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Wrong.

Internet offering should be secure.  There is no "Shared" anything in that.  

They should not be trying to share the "responsibility" (or to shift the blame for their insecurity to the victim).
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This is what they tell you.

Reality is different - this is not true.
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Governments failure to produce a privacy-respectful, secure, digital identity solution, and its refusal to adopt the ones on offer from Australian providers, has been one root cause of this problem.
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Yes. 100%


We welcome your views on

n Do you agree with our understanding of who is responsible for
managing cyber risks in the economy?

n Do you think the way these responsibilities are currently allocated
is right? What changes should we consider? @

Government's role in a changing world

Another important question is whether
Government's role should change to offer
greater assistance to Australian businesses to
defend against highly sophisticated malicious
actors (see case study, overleaf). State actors
target Australian businesses for a range of
reasons, including access to intellectual
property and espionage. In these situations,
it might not be possible for businesses to

fully defend themselves given the skills

and expertise of those targeting them.

The Government is most concerned about
threats to Australian businesses that provide
essential services, such as energy, water,
telecommunications and transport.

The Government currently uses its cyber
security capabilities within a legislative
framework that was established before the
internet became a foundational element

of our economy, and without a modern
perspective on how malicious cyber activity

crosses traditional geographical borders.”
Government's activity is also regulated strictly
by law and subject to extensive external and
independent scrutiny to protect the privacy
of Australians.

Maintaining the confidence of the Australian
community is the first priori@en considering
how and when Governmen uld use

its cyber security capabilities. With this in

mind, we are seeking your views on whether
Government's role could evolve to better meet
your expectations of security while maintaining
your tru;@tto this is whether you think
Govern ould do more to confront
cybercrime and protect the networks that
underpin our way of life, or whether you think
the current arrangements are right. If you think
there is scope for Government to do more, we
are seeking your views on how it could do this
in a way that means you remain confident your
rights as an Australian citizen are protected.

We welcome your views on

What role should Government play in addressing the most serious
threats to institutions and businesses located in Australia?

H How can Government maintain trust from the Australian community
when using its cyber security capabilities?

7 This issue is also being considered by the Comprehensive Review of the Legal Framework of the National Intelligence Community (Richardson
Review). Further information is available from https://www.ag.gov.au/NationalSecurity/Pages/Comprehensive-review-of-the-legal-framewo

rk-governing-the-national-intelligence-community.aspx.
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No.  It should never include the end user.
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Untrue.  Almost everything with the word "Security" in it is exempt from scrutiny (e.g. the FoI act).  The ASD itself is part of defence, and immune to scrutiny.  Australia-Post is 100% government owned, but not a department, so also immune to scrutiny (it is running government digital identity now)
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Why?
If the Government is inept, portraying an untrue image to maintain confidence is a lie.

False Confidence is EXXTREMELY DANGEROUS.  It makes it impossible for vendors to sell products effectively.  It makes providers do nothing when they should be boosting their security.
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I have years of extensive evidence that almost our governments cyber security capability is completely broken.

They refuse to comply with standards, they lie openly, they mislead inquiries, they block investigations, and the refuse to fix their mistakes.

See my 3 senate inquiry submissions for example.
Note - they deem all my submission "Confidential" so they are removed from public view.  See what I mean?
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Educate them that THEY need to protect their customers, instead of blame them.

Show them how if necessary.


Case Study: How can Government proactively address

national cyber threats?

The Australian Government currently provides
cyber security advice to the community;,
businesses and governments, prosecutes
cyber criminals and disrupts cyber criminals
operating outside Australia. Government
also has an incident response capability
which can be used in serious cases. Under
existing legislative frameworks, Government
can only take direct action to prevent or
respond to cyber security incidents with

the permission of network owners (including
other government agencies). This takes time
and gives malicious actors an advantage.
In national emergency situations, it may be
appropriate for Government agencies to
take swifter action.

A good example is the 2019 BlueKeep
vulnerability affecting older versions of
Windows operating systems. BlueKeep is

a very serious vulnerability because it is
‘wormable’, meaning it can spread between
networks without anyone downloading a file
or clicking on a bad link.

The Australian Cyber Security Centre
estimates that there could be up to 50,000
vulnerable machines in Australia right now.
Given the seriousness of the situation,

it may be appropriate for Government to
proactively identify any vulnerable systems to
assess Australia’s exposure and better assist
the community. However, this is not an option
open to Government under the current laws,
and the risks to our critical systems remain
unknown. At the same time, we know that
mallicious actors are undertaking proactive
scanni the BlueKeep vulnerability, which
isa strg@\dicotion of intent for future
attacks (see illustration below).

At the moment, Government is relying on
vulnerable organisations to respond to
public warnings from the Australian Cyber
Security Centre. Past experience, such as
the WannaCry incident, shows us that not
everyone responds to these warnings and
that this could have serious consequences
at a national scale.

Number of public scans to detect the BlueKeep Vulnerability

Blue shaded area shows total daily activity; purple line shows the overall activity trend.
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H
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Source: Rapid7 Labs & GreyNoise Intelligence
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Take down the scanners.

Find and prosecute everyone who scans and publishes vulnerabilities - including researchers.  Nobody has a right to point a finger at a vulnerable system, no matter how firmly they believe they might be doing the "right thing".

Today is BlueKeep.  Tomorrow it's something else.  Taking down the scanners helps solve all future problems too, not just this one.



Enterprise, innovation and cyber security

The technology sector is the cornerstone of our
growing digital society and digital economy.

It designs, manufactures and manages our
online experiences. Businesses drive Australia’s
digital economy, which is essential to our
prosperity. If something involves the internet,

it will involve an innovative business, either from
Australia’s world class domestic cyber industry
or from overseas.

Government plays a role in facilitating private
sector success, be they individuals, small

to medium or large businesses. Clear and
reasonable rules that protect consumers and
keep risky businesses out of the market are good
for everybody. But theralis always a balance
Government must strikligotions that are
unclear or onerous can discourage innovation
and reduce our international competitiveness.
On the other hand, the rules that protect and
support Australians should keep pace with the
extreme rate of technological change in rapidly
evolving sectors of the economy.

The variability in the security of c@goods
and services raises the question of whether

it is reasonable to expect providers to do

more to protect their customers. Adding to

this is the question of whether a purchaser is
adequately equipped to protect themselves.

It may indicate that strengthened protections
are not feasible in some cases because they
would impair the operation of a product or
make it cost prohibitiv suggests a choice
between potentially preveriting consumers

from accessing products that expose them to a
high degree of risk, and allowing a consumer to
accept this risk if they believe it is outweighed
by the benefit the product bring then
makes a consumer's ability to make an informed
choice important in framing a way forward. @

A call for views

To identify any gaps, we are interested in
exploring with all stakeholders what existing
legislation is available to ensure consumers
can be confident products and services
include reasonable cyber security protections.
Importantly, we also want to examine whether
such legislation is proactive in providing and
enforcing such protections for consumers,
which can be either individuals, businesses

or governments.

In most cases, the liability of suppliers is limited
by complex contractual clauses, leaving the
customer bearing the cyber security risk.

In some cases there are statutory protections

— such as consumer and privacy laws — but it is
unclear whether these laws provide adequate
incentive for companies to invest in necessary
cyber protection re are also many
examples where These laws may not apply,
such as business-to-business transactions,
which can make it very difficult for enterprises
to have confidence in the cyber security of their
supply chain.

Another potential gap is cyber security
requirements for providers of essential services.
In some cases there are already mature cyber
security requirements (see, for example, th
Telecommunications Sector Security Refor
In other cases, however, there are minimal or
highly variable requirements with different
standards of enforcemen is especially
true when services are provided across
different levels of government or by many
smaller organisations (like water and sewerage
services). A better approach may be consistent
but flexible cyber security laws for critical
systems (see case study below).
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It's way off balance right now.  "Fair Trade" is no excuse to turn away security-improving cost-saving locally-manufactured cyber solutions - but that is happening.

cnd
Sticky Note
This should include using privacy-protective cyber tech for security, instead of imposing privacy-invasive legislation in its place

cnd
Sticky Note
Never, and this is a horrifying common misconception.  Government rules even ban the use of "higher security technology" for less important data, MISTAKENLY believing that higher security equals higher cost/complexity/difficulty, when this is NOT THE CASE.
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Better - make the product bear the burden of responsibility for their own failure.

cnd
Sticky Note
IMPOSSIBLE.

**Everybody** lies about security, or, they are so inept they just have no clue.

cnd
Sticky Note
Not so.  It is blatantly clear to all cyber vendors: there is NO INCENTIVE for suppliers to be secure.  It is too easy to "blame the victim", and all advice reinforces their mistaken idea that this is the right thing to do.
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Massive mistakes exist in most requirements, and there is severely outdated advice in many of them.
Within government, there is shockingly little compliance.

cnd
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Not enough.  Telstra and others routinely route scammer voice-phishing/malware/scam calls originating from fake numbers, and there is no mechanism to take those down.  Telstra point-blank refuse to do anything no matter how hard you try to get them to care about the damage their refusal to curb the problem is doing.

Government reporting agencies are even worse.  They too get real-time intelligence about these scams as they play out, and do nothing to take them down.



cnd
Sticky Note
And within government, no enforcements whatsoever


Case Study: Europe’s Network and Information Security Directive®

The Network and Information Security
(NIS) Directive is the first piece of EU-wide

cyber security legislation. The NIS Directive

was adopted in 2016 and because it is an
EU directive, every EU Member State has

started to adopt national legislation, which

follows or ‘transposes’ the Directive. The
NIS Directive gives EU countries some level
of flexibility to take into account national
circumstances, for example, to re-use

existing organisational structures or to align

with existing national legislation.
The NIS Directive has three parts:

1. National capabilities: EU Member

States must have certain cyber security

capabilities such as a Cyber Security
Incident Response Team (CSIRT).

As the risks and consequences from malicious
cyber activity rise, we are seeking your
feedback about whether Government's
approach to cyber security laws needs

to change. Both stronger enforcement of

8 Adapted from https://www.enisa.europa.eu/topics/nis-directive

2. Cross-border collaboration: EU Member
States must participate in coordination
forums such as the operational EU
CSIRT Network and the Strategic NIS
Cooperation Group.

3. National supervision of critical sectors:
EU Member States have to supervise
the cyber security of those who provide
essential services in their country.
There is 'before the fact’ or proactive
supervision in critical sectors (energy,
transport, water, health and finance
sector) and ‘after the fact’ or reactive
supervision for critical digital service
providers (internet exchange points,
domain name systems).

existing laws and new requirements could be
considered. If change is needed, Government
would favour the option that delivers the
largest long-term benefits for society while
minimising any upfront costs for industry.@

Australia’s 2020 Cyber Security Strategy
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Why minimise costs?
They caused the problem.


We welcome your views on

Hn

Why or why not? @

What customer protections should apply to the security of cyber
goods and services? @

What role can Government and industry play in supporting the
cyber security of consumers?

How can Government and industry sensibly increase the security,
quality and effectiveness of cyber security and digital offerings? @

Are there functions the Government currently performs that could be
safely devolved to the private sector? What would the effect(s) be?

Is the regulatory environment for cyber security appropriate?

What specific market incentives or regulatory changes should
Government consider? @

A trusted marketplace with skilled professionals

Increased reliance on technology underscores
the need for higher standards of cyber security
to maintain the availability and integrity of
critical services. This trend means demand for
secure products and services as well as skilled
cyber professionals will continue to increase.
However, it is difficult for many businesses and
consumers to understand what level of security
is embedded in digital products or what level
of service a professional can provide. Cyber
security decisions made by businesses and
consumers, when added up together, can
have implications for Australia’s economy

and national security.

A trusted market of secure technologies,
products, services and professionals is critical
for improving cyber security outcomes in
Australia. By "trusted market’ we mean an
open, transparent, diverse and competitive
technology market, where vendors include
cyber security protections as standard and
buyers clearly understand any risks. Ideally,
digital products and services should have

A call for views

security built in 'by-design’, so that users do not
need to have any expert knowledge. Similarly,
businesses of all sizes need to be able to trust
their suppliers and get access to expert advice
when needed. Globally it appears that the
mechanisms and incentives for this to occur,
such as visible and trusted industry standards,
do not yet exist in most cases.

Access to skilled professionals is or@ortont
part of a ‘trusted market'. Government continues
to receive feedback about a cyber security

skills gap in Australia. AustCyber estimates that
there were 2,300 fewer skilled cyber security
professionals than required in Australia in 2018.
Up to an additional 17,600 will be needed

by 2026. Some stakeholders also have raised
concerns about whether the education and
training system is meeting the needs of the cyber
security sector, and whether sufficient data is
available on this issue. Part of the problem could
be confusion about what qualifications are
needed for what cyber security jobs.
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AAL3

cnd
Sticky Note
Stop issuing useless advice
stop taking reports that are not acted upon
FIX YOUR OWN SYSTEMS
COMPLY WITH THE ISM
Discard the TDIF and commission the Australian Private Sector to build a proper solution...

cnd
Sticky Note
Mandate AAL3.
Audit your own advice using common sense and experts
End the "no responsibility" EULA/TOS contracts that allow negligent providers to avoid responsibility
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Sticky Note
Yes.  Identity.
The effects would be a global high-security privacy-respectful ubiquitous digital identity solution with the capability to almost entirely eradicate global cyber crime
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No.  Government does not comply.  There are no penalties for government non-compliance.  Government are excluded from breach-reporting, from ACCC rules, and have total control over inquiry submissions allowing them to suppress all reports of their failure.
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Stop excluding government departments from the laws that commercial operators have to follow.
Ban the use of department staff from responding to FoI requests and inquiries - outsiders only, with a clearly established role to find the truth and fix the problems need to be used.
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Some do. AAL3 Authentication for example.

The problem is that many vendors lie, and most provides do not do what they say (pretend to be secure or care about security, when the truth is different - they do not care about the customer, they care about themselves - if they care at all.)


Another component of a trusted market is
cyber security insurance. Insurance can help
policy holders prevent, respond and recover
from cyber inciden@leodotol evidence
suggests there is a relatively low take-up of

a limited range of cyber related insurance
products amongst Australian businesses. There

are other indications that the cyber insurance
market is relatively immature in Australia, such
as the lack of standard terms of coverage

in cyber insurance contracts. Difficulties in
quantifying the risks and potential losses from
future cyber incidents could be a barrier to
growth in this area.

We welcome your views on

ﬂ What needs to be done so that cyber security is ‘built in’ to digital

goods and services? @

How could we approach instilling better trust in ICT supply chains?

i How can Australian governments and private entities build a market
of high quality cyber security professionals in Australia? @

B HEA

Are there any barriers currently preventing the growth of the cyber

insurance market in Australia? If so, how can they be addressed? @

A hostile environment for malicious cyber actors

Given the scale and reach of the threats

across the economy, we currently place a
heavy emphasis on tending to victims through
incident response 5 can come at the
expense of stopping threats from getting to
the victim in the first placy b won't be able to
arrest our way out of this si uotio!increosed
law enforcement capability and capdcity will
help, but not solve the problem. @

The current approach relies on a victim's

own decision-making skills to prevent

the kind of damage that happened from
campaigns such as WannaCry. This type of
ransomware is just one example of a threat
that could be countered on a much larger
scale if preventative measures are put in place.
Such measures would aim to make Australian
networks harder to exploit, although we can
never be totally cyber secure. @

On one side there are low risk, passive
measures that are already standard practice
for most sizeable orgonisotion@the other
end are offensive measures to pt, deny or
degrade the computers or computer networks
of our adversaries. These tightly regulated
tools belong exclusively to the Australian
Government and are high cost and high risk.

Between those two ends of the spectrum lie a
range of actions — mid-level capabilities. Such
measures can include gathering information
on actors targeting Australia, sharing advice
on hostile activity between entities involved

in defending networks or blocking known
malicious octortrolio already works
closely with intermational partners to share
information and build support for international
rules and norms to govern the responsible use
of cyber space.

Australia’s 2020 Cyber Security Strategy
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On the other hand, insurance also means that policyholders are free to not solve security problems, especially if the cost of the premiums is lower than the cost of the solution).  Insurance almost certainly will never compensate the victims - the business will have ITs loss returned, but their customers will still suffer.
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Liability.  Penalties levied against government staff who fail to comply with rules - there is no incentive for government to fix anything.

cnd
Sticky Note
We already have one.  Fixing the DTA marketplace would make this a lot better.

Fixing procurement also needs to happen.  Vendors should not have to find departments who need our products, they know they need our products, and should be able to easily find us.
They should not build their own.  Governments seem incapable of learning their lesson that they cannot build critical ICT systems in-house.
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Maybe there should not be a market.

If companies are responsible for the damage their own insecurity causes (instead of relying on a policy), they will have inventive to fix the problems.
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Why?  This is stupid - it's too late.  (It sounds like this paragraph has been deliberately written by someone who wants the public to outcry about doing more to prevent the problem - cool - but asking for feedback, while telling people what to say in their feedback is not exactly ethical)

cnd
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How many times have you received reports of telephone scams hitting victims?
How many times did you sucessfully take down the scam within minutes of getting the report?  Or, take it down at all?

There are way too many different places dealing with cyber attacks.  All of them need to be disbanded, and be replaced by one SINGLE authority, which places a heavy emphasis on (immediate) prevention.
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This sentence makes no sense

cnd
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Law enforcement will not help.  You can't catch foreign attackers using sophisticated methods at all, and even if you could find out who they are (which you can't) - they're outside our jurisdiction anyhow.

I know.  I took down BayRob.  I worked for FIFTEEN YEARS with the FBI to do that.
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This defeatist attitude needs to be dealt with and eradicated from all cyber language.

This is the EXCUSE which everyone is using for not even trying.

I sell a product which DOES come VERY CLOSE to offering near-total authentication security, and it is incorrect advice like this that is making my customers think I am crazy when I explain the strength of my solution!!!

cnd
Sticky Note
There are also sophisticated cyber tools that most organisiation do not use, and there are flawed standards and incorrect advice making the problem worse

cnd
Sticky Note
This needs to include vendors.

The practice of in-person meetings also needs to be ended.  Australia is too big.

cnd
Highlight


International models — active defence in the United Kingdom

The UK Government is a leading
international example of how such active
measures can be used to protect citizens.
The UK is making their nation a much harder
target for state sponsored actors and cyber
criminals by increasing the resilience of their
networks. They want to defeat the vast
majority of high-volume, low-sophistication
malicious activity on UK networks by

The Government will always play its por*@
in countering the most sophisticated an

dangerous threats to the nation, but it is
becoming increasingly important for this

to be supported through partnerships and
collaboration with industry. The number of
critical privately owned or operated systems
at high risk of malicious activity is growing and
therefore the number of close partnerships
between Government and industry may need
to grow. In the past, Government'’s focus has
generally been limited to food, water, health,

Cyber risks to essential services

The industrial control systems used in
delivering essential services like water,
energy and transport are evolving

towards greater connectivity and internet
dependence. This can present sophisticated
adversaries with new opportunities to
exploit these critical systems. Despite

the many benefits internet connectivity
provides, administrators of industrial control
systems need to remain alert to adversaries
seeking to interfere.

A call for views

blocking malware communications
between hackers and their victims.

are also looking to increase the scale of
their capabilities to disrupt serious state
sponsored and cybercriminal threats. This is
a strategy focussed on prevention, not cure.

Further information is available at
https://www.ncsc.gov.uk/section/
products-services/active-cyber-defence.

energy, communications, transport, banking
and the public sector, but this will need to
expand to include more digital infrastructure,
such as data centres and online marketplaces.

If Government needs to provide ongoing

and sustainable services to owners of critical
systems, then the cost may need to be
recovered through direct charges or other
alternative funding models, rather than relying
on general taxation revenue.

The December 2015 cyberattack on the
Ukrainian power grid was the first known
instance of a cyberattack on power
infrastructure, which left over 200,000 people
without power for up to six hours. The 2017
NotPetya and Wannacry attacks — attributed
to Russia and North Korea respectively — had
broad impacts including across the financial,
transport and healthcare sectors. The ‘Triton'
attack against a Saudi petrochemical plant
in late 2017 saw the targeting of systems that
protect human life.


https://www.ncsc.gov.uk/section/products-services/active-cyber-defence
https://www.ncsc.gov.uk/section/products-services/active-cyber-defence
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This is not technically possible.  You can block what they do now, but they adapt.

cnd
Sticky Note
Not in my experience.  See all my senate inquiry submissions for example, or read all my FoI rejections perhaps.


We welcome your views on

How can high-volume, low-sophistication malicious activity

targeting Australia be reduced? @

/A What changes can Government make to create a hostile
environment for malicious cyber actors? @

How can governments and private entities better proactively L@J
identify and remediate cyber risks on essential private networks?

What private networks should be considered critical systems
that need stronger cyber defences?

What funding models should Government explore for any
additional protections provided to the community? @

What are the constraints to information sharing between

Government and industry on cyber threats and vulnerobilities?@

A cyber-aware community

Australians need the right knowledge to make
cyber-smart consumer choice need to
know when to demand better cyber security
features from the products and services we use.
And we need to know how to be more consistent
in practicing secure online behaviours.

Human behaviour is the most significant
weakness exploited in cybercrime. Successful
attacks often rely on an end-user’s lack of cyber
security understanding, using methods such as
mass phishing email campaigns as well as the
more targeted attacks such as spearphishing
or whaling. The FBI's Internet Crime Complaint
Center's 2018 Crime Report revealed they
received just over 20,000 reports of Business
Email Compromise attacks with adjusted losses
of over US$1.2 billion that year alone.

We aren’t born with knowledge of cyber
security. It is through education that risks are
appreciated and the measures to mitigate

them are learned. But like all other forms of
security, awareness is a complement to, not
replacement for, the availability of secure
features. For example, drivers are provided with
a seat belt in addition to education about the
importance of road safety and incentives to
use the seat belt. And the same expectations
and requirements we have where safety is
paramount should apply in cyberspace.

The question then becomes how to empower
consumers to demand services and products
that have been designed with cyber security in
mind. We will need 1E erage community and
industry portnershiother the evidence
about what behaviour change initiatives work
best and roll them out at scale. Secure online
behaviours should be as common as locking

the door at hBut user-awareness across
both private damoousiness environments is

generally still too Iow@

Australia’s 2020 Cyber Security Strategy
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AAL3 auth
Cessation of reporting-only services
real-time takedown efforts
eradication of reporting duplicity

cnd
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active takedowns of their infrastructure
penalties against Australian operators linked to foreign operators supporting attacker infrastructure
working global digital identity
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Start by changing your thinking:
PREVENTION COMES FIRST

Seek out products that work and buy them.  Stop believing standards and advice and vendor claims - use common sense and TEST  if products WORK.

STOP using defeatist language like "we can never be totally cyber secure"
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Fines against commercial products and services for the damage done to Australians through lack of appropriate protections provided on their systems.

A per-customer mitigation levy for online services that fail to offer genuine working AAL3 protection options to their customers
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This is horribly broken already and needs fixing.  e.g. Vendors are excluded from threat intel.  Meetings are often in-person in Canberra.  Industry is forced to bear huge costs to participate, and is almost always ignored.
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WRONG WRONG WRONG.

It should NOT be the job of 25 million Australians to all be cyber experts.

It SHOULD be the job of companies that provide services TO Australians to comply with and offer sensible cyber-security protections.
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WRONG.

If we have to, it is a flaw in what we are using because they failed to provide adequate protection to us.
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Nice analogy.
Except:
No online providers offer seatbelts.
There are no incentives for them to do so, many don't know such things exist, and there are no penalties when they don't
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This is TECHNICALLY so easy to almost completely fix.

The political problem of how to fix it is gargantuan
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WRONG

Products should work safely, irrespective of consumer knowledge, demands, etc.

cnd
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WRONG.

User awareness is the wrong approach


We welcome your views on
E To what extent do you agree that a lack of cyber awareness
drives poor consumer choices and/or market offerings? @

E How can an increased consumer focus on cyber security benefit
Australian businesses who create cyber secure products? @

What are examples of best practice behaviour change
campaigns or measures? How did they achieve scale and
how were they evaluated? @

E Would you like to see cyber security features prioritised in
products and services? @

Is Australia Cyber Aware?

14 per cent of Australians say they
haven't taken any steps to protect
themselves online?

1in 4 millennials share passwords
across all online accounts.™®

80 per cent of Android users and
23 per cent of iOS users haven't
installed the latest updates.”

21 per cent of Australions don't
know that their smart devices can

be hacked.”?

Other issues

We welcome any feedback on any issues that have been missed in this discussion paper
or any other issue that Government should consider.

We welcome your views on

m Is there anything else that Government should consider in
developing Australia’s 2020 Cyber Security Strategy?

=

9 2018 Norton Lifelock Cyber Safety Insights Report

10 2017 Norton Cyber Security Insights Report Global Results

11 Symantec, Internet Security Threat Report Volume 23 (April 2018)
12 2018 Norton LifeLock Cyber Safety Insights Report

A call for views


cnd
Sticky Note
Wrong approach.  It is completely ridiculous to expect millions of ordinary people to become cyber experts.

Someone else needs to force the providers of the products and services they use to adequately protect them, IRRESEPCTIVE of their level of skill and attention.
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It cannot, because that is the wrong approach.

Our Australian cyber businesses can benefit if the kinds of protection we offer are made mandatory.  

Is it fair that customers have to pay for crime because business refuse to buy adequate security? No. 
Should it be fair that that a business is forced to buy adequate security?  Yes.

What if that provides a benefit to the Australian provider of that security - is it fair that the business was forced to protect their customers by being forced to buy that security?  You decide.  I am a vendor, so obviously I think so.

I make money from keeping you safe.  Is that fair?

cnd
Sticky Note
"Blame the Victim" is NOT my idea of any "best practice", but, that is what everyone keeps doing.

These campaigns appear never to be measured, and hard as I try, they never fix their message either.
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Yes - and made mandatory for important ones, specifically AAL3 - "Authentication Assurance Level 3"
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Yes, hundreds of things - too many to put here.

Create a roll of experts, so you can consult us on security topics - there are so many times you get it wrong, and a simple explanation from someone who knows would solve a ton of problems.

Ban public servants who do not hold cyber credentials from any and all involvement in provision of security advice, including the publication of statements about security on government web sites.

Discontinue the public-servant anonymity curtain so it is possible to find out who is proving false advice and refusing to comply with laws.

FoI reform

Ban the deeming of "Confidential" on senate inquiries. Mandate a "right of reply" on senate inquiry responses.


Taking things forward

Advanced digital economies must be protected
by robust and appropriately resourced cyber
security arrangements. Our hope is for dl
Australians to play a role in building cyb
security into our online society and economy,
empowering us to prosper.

A new Cyber Security Strategy will take us a
long way forward, but it would be unrealistic
to expect it to solve all proble
2020 Cyber Security Strategy cannot be a
magic bullet for all the complexities arising from
the digital ag
on the security of digital activity ensures it can
deliver meaningful and targeted change to
better protect Australians. This acknowledges
complementary pieces of work occurring
within the Australian Government across the
technology spectrum.

stralia’s

Hefined scope that focuses

We want to test and refine our high level ideas
to ensure we have scoped the right problem
and the right solutions. We will then develop
the detailed actions needed to deliver on
these objectiv@vce the Strategy is finalised,
we will also develop a robust evaluation plan
SO we can measure our success and build on
lessons learned.

We thank you for your interest in the
Government'’s development of Australia’s
2020 Cyber Security Strategy and we look
forward to receiving your views.

Australia’s 2020 Cyber Security Strategy
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Wrong approach.

All Australian should ENJOY improved security, but only the ones offering products and service should be involved in making that happen - never the end users.
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Another example of defeatist language that needs to be totally eradicated from all cyber discussions.

In my expert opinion, there ARE simple and effective ways that almost all cyber problems can be eradicated - it is impossible to start this discussion, when ignorant parrots keep repeating this defeatist garbage and preventing the this topic from being acknowledged or explored.

cnd
Sticky Note
Even more defeatist language.

GET RID OF THIS ATTITUDE RIGHT NOW
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No, you have not.  Lots of backward thinking and wrong approaches in here.
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Is this genuinely true?

In my experience, discussion papers like this tend to precede the release of already-decided action plans, and there is not really any genuine desire to consider our responses


Call for views

You may wish to answer some or all of the
following questions

B B B

What is your view of the cyber threat environment?
What threats should Government be focusing on?

Do you agree with our understanding of who is responsible for
managing cyber risks in the economy?

Do you think the way these responsibilities are currently allocated
is right? What changes should we consider?

What role should Government play in addressing the most serious
threats to institutions and businesses located in Australia?

How can Government maintain trust from the Australian community
when using its cyber security capabilities?

What customer protections should apply to the security of cyber
goods and services?

What role can Government and industry play in supporting the
cyber security of consumers?

How can Government and industry sensibly increase the security,
quality and effectiveness of cyber security and digital offerings?

A call for views 19
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Are there functions the Government currently performs that could be
safely devolved to the private sector? What would the effect(s) be?

Is the regulatory environment for cyber security appropriate?
Why or why not?

What specific market incentives or regulatory changes should
Government consider?

What needs to be done so that cyber security is ‘built in’ to digital
goods and services?

How could we approach instilling better trust in ICT supply chains?

How can Australian governments and private entities build a market
of high quality cyber security professionals in Australia?

Are there any barriers currently preventing the growth of the cyber
insurance market in Australia? If so, how can they be addressed?

How can high-volume, low-sophistication malicious activity
targeting Australia be reduced?

What changes can Government make to create a hostile
environment for malicious cyber actors?

How can governments and private entities better proactively identify
and remediate cyber risks on essential private networks?

Australia’s 2020 Cyber Security Strategy
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What private networks should be considered critical systems that
need stronger cyber defences?

What funding models should Government explore for any additional
protections provided to the community?

What are the constraints to information sharing between
Government and industry on cyber threats and vulnerabilities?

To what extent do you agree that a lack of cyber awareness drives
poor consumer choices and/or market offerings?

How can an increased consumer focus on cyber security benefit
Australian businesses who create cyber secure products?

What are examples of best practice behaviour change campaigns
or measures? How did they achieve scale and how were
they evaluated?

Would you like to see cyber security features prioritised in products
and services?

Is there anything else that Government should consider in
developing Australia’s 2020 Cyber Security Strategy?



Appendix A:

Progress against Australia’s 2016 Cyber Security Strategy

1 Action Assessment
Deliver progress updates on the implementation of this Strategy Ongoing
Notes

The first update was published in 2017. This appendix is the second update on progress
against the 2016 Strategy.

2 Action Assessment
Hold annual cyber security leaders’ meetings Ongoing
Notes

The former Prime Minister hosted two industry roundtables in 2017 @

3 Action Assessment

Streamline the Government's cyber security governance and structures | Complete

Notes

The Australian @cls Directorate (ASD) has been established as a statutory agency and
the Australian Government's cyber security functions are now co-located in ASD's Australian
Cyber Security Centre (ACSC). An Ambassador for Cyber Affairs has been appointed.

4 Action Assessment

Sponsor research to better understand the cost of malicious cyber Updated Approach
activity to the Australian economy

Notes

This activity was overtaken by a clossiﬁe@iew of the threat and vulnerability landscape
in Australia.
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I attended. These were excellent, but,  hey failed to consider our advice, and did not offer means to attend other-than in-person.

cnd
Sticky Note
This is completely broken.
ASD advice is almost never followed.
Security reports are ignored, corrective action never takes place, and the ASD, being part of defence, is itself immune to FoI and other oversight and scrutiny, to name a fraction of the problems.

Take it out of defence, or, exempt it from the FoI exclusion provided to defence.

"Security by Obscurity" is not an option.

cnd
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Why classified?  What's the point?  I'm a vendor, but I don't see you trying to buy my solution?


5 Action Assessment
In partnership with the private sector, establish a layered approach to | Ongoing
cyber threat information sharing through:

= partnerships between businesses and the government within
the ACSC

— co-designed joint cyber threat sharing centres in key copit@ies

— aco-designed online information sharing portal @

Notes

Joint Cyber Security Centres (JCSCs) were established in Sydney, Brisbane, Melbourne, Perth
and Adelaide. The ACSC has also been working with the Tasmanian and Northern Territory
governments to provide further support to partners in those locations, including establishing
video-conferencing facilities to enable local partners to participate in ACSC events.

The JCSCs have established strong collaborative programs with state and territory
governments, academic institutions, and a wide range of key industry and small
business associations.

The JCSCs have provided a national platform for the development and delivery of
ACSC-wide programs, such as the electricity sector resilience work led by the National
Exercise Program. The JCSC's established presence and network of relationships enables
the ACSC to project its capability to a significantly expanded cross-section of the
Australian economy.

An interim public-private communications platform has been established while a long term
solution is created. And ASD continues to develop co-designed online information sharing
portals within the cyber.gov.au platform.

6 Action Assessment
Increase the Computer Emergency Response Team (CERT) Australia’s | Complete
capacity within ACSC
Notes

CERT was absorbed into ASD as part of Machinery of Government changes which took effect
in July 2018.

A 24/7 incident response capability has been established within ASD, expanding the services
that CERT and ASD previously provided to businesses and government. Q
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Sticky Note
Shut them all down and make it virtual - cyber is everywhere, so are vendors and suppliers - we don't just exist in "key cities".

Get RID of the interstate competitive bickering, rivalry, and oneupmanship!

cnd
Sticky Note
I gave up trying to be part of the threat intel, because vendors were excluded

cnd
Sticky Note
All these different entities (plus the other dozen or so not mentioned) need to be folded into just one.


Action Assessment

Boost the Government's capacity to fight cybercrime in the Australian | Complete
Criminal Intelligence Commission

Notes

The Australian Criminal Intelligence Commission (ACIC) now provides a criminal intelligence
capability to the ACSC. The ACIC has improved understanding of Australia’s cybercrime
threat landscape by contributing to the ACSC's cyber threat reports and delivering themed
intelligence assessments and insights. The ACIC has also expanded the Government's
capacity to target criminals cashing out the proceeds of cybercrime in Australia; identified
and deepened understanding of the top criminal and technical targets impacting Australia
and its interests, and contributed to the ACSC cybercrime top 10 priority threat list; and
worked with partners to develop alternative response and disruption measures to mitigate

cybercriminal activity targeting Australia. Q

Action Assessment

Boost the Government's capacity to fight cybercrime in the Australian | Complete
Federal Police

Notes

The Australian Federal Police (AFP) has strengthened our capacity to fight cybercrime by
embedding additional sworn police investigators, technical specialists and intelligence
analysts in the ACSC and in the dedicotgp Cyber Teams. AFP’'s Cybercrime Operations
currently comprises 69 positions, 25 of w are funded under the 2016 Cyber Security
Strategy. This greatly enhanced the capacity to fight cybercrime by embedding additional
sworn investigators, technical specialists and intelligence analysts who engage across multiple
jurisdictions, conducting assessments, triaging, investigating and disrupting cybercrime.

The AFP has also conducted advanced investigator cyber training in all regions to enhance
the base capabilities of general investigators. These increased capabilities are due to the
increased Government investment in this crime type. Without this investment AFP will be
unable to perform its role effectively as the Commonwealth's primary law enforcement agency
or as a key pillar in the Government's cyber defences.

Action Assessment

Collaborate with Australian governments to ensure law Complete
enforcement officers receive the required training to fight
cybercrime across the nation

Notes

The AFP has delivered cybercrime training to more than 650 participants from law
enforcement, intelligence and cyb@urity agencies across Australia.
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Sticky Note
I became a regulated AUSTRAC compliant digital currency exchange as part of my business, and I am totally disgusted at their approach to cyber crime and helping Australian financial services prevent crimes.  They are clueless, stubborn, unhelpful, vindictive and borderline criminals themselves (for  example, they knowingly *support* DCE's misleading banks in order to operate - someone needs to explain to them the meaning of the word "crime")

cnd
Sticky Note
All these disjoint operations need to be eradicated.

There needs to be ONLY ONE place that handles ALL cyber issues - government, public, everything.

cnd
Sticky Note
This duplicity is absurd - move them all into one unit


'| O Action Assessment

Increase ASD's capacity to identify new and emerging cyber threats Complete
to our security and improve intrusion analysis capabilities

Notes

In July 2018, ASD established a new Hunt and Trends Team responsible for:

—  proactive discovery of previously unknown forms of adversary tradecraft and system

compromises in priority Australian networks; and n@
= identification of trends in the scale and scope of ous activity affecting Australia,

to inform ASD's discovery, mitigation and disruption efforts.

‘I ‘I Action Assessment

Strengthen Defence's cyber security capacity and capability, through | Complete
initiatives in the 2016 Defence White Paper

Notes

The Department of Defence established an Information Warfare Division in July 2017 as part of

the Defence White Paper. Q

‘|2 Action Assessment

Expand the nation's cyber incident management arrangements and Complete
exercising program

Notes

National Cyber Incident Management Arrangements were agreed by the Council of Australian
Governments in December 2018.

For the 2018-19 Financial Year, the ACSCAlational Exercise Program has supported 55
cyber security exercise activities with =E |, state and territory governments, international
governments, and owners and operators of Australia’s critical infrastructure.

13 Action Assessment
Co-design voluntary guidelines on good cyber security practice Complete
Notes

ACSC provides a range of voluntary guidance products. For example, in response to the
global compromise of Managed Service Providers as part of the Cloud Hopper operation,
the ACSC has launched guidance on best practices for Managed Service Providers. This was

co-designed with trusted industry partners. Q
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Sticky Note
Interesting. I make products that almost certainly prevent a range of these discoveries.  Why are these victims not buying my tech?  Whose responsibility should it be to put solutions into their hands?  Me to somehow find them all and try to market to them, or, you to tell them I exist and to go look ?

cnd
Sticky Note
Interesting. I was invited to join.

cnd
Sticky Note
More absurd duplicity.

Where was the team taking down (for example) scam-caller outgoing infrastructure while these 55 exercises were underway?

Or what about the team to respond to any of the dozen or more cyber vulnerability reports I filed relating to critical government infrastructure?

cnd
Sticky Note
I was not invited.

What does "Trusted" mean?  Maybe it means huge foreign service companies like Microsoft and Amazon who have budget to provide staff to influence Australian policymaking in their favor?

Why was Amazon, an approve secure cloud provider, allowed to provide insecure web service to the AEC?  Why are they allowed to keep their approval even though the violated their requirements?  Why are there so few Australian providers listed?

There are 35 cyber mitigations - why only the top 8 mentioned?
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Action

Continue to regularly update ASD's Strategies to Mitigate Targeted
Cyber Intrusions

Assessment

Complete

Notes

This advice is now called the Strategies to Mitigate Cyber Security Incidents, including the
‘Essential Eight' mitigation strategies, and is complemented by the Essential Eight Maturity

Model which was most recently updated in July 2019. Q
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Action

Co-design voluntary cyber security ‘health checks' for ASX100 listed
businesses

Assessment

Complete

Notes

Health checks have been completed and the report was published in April 2017. @
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Action

Support the Council of Registered Ethical Security Testers (CREST)
Australia New Zealand to expand its range of cyber security services

Assessment

Complete

Notes

CREST has expanded its services, and developed the Small Business Cyber Security Health
Check. The service is designed to assist small businesses in understanding their cyber

security maturity.
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Action

Support small businesses to have their cyber security tested by CREST
Australia New Zealand accredited providers

Assessment

Complete

Notes

The Cyber Security Small Business Program was launched in December 2018. Businesses with
19 or fewer employees can receive a co-funded grant of up to $2,100 for a certified small r@
business cyber security health check to determine business risk and areas that need atte
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This contains flawed advice.  This advice is almost always NOT FOLLOWED by government itself.
Despite regularly complaining about this, I am inexplicably never invited to help fix it.

Someone need to work out who in Australia is an expert at this stuff, and make sure they get invited to help.  We can't be expected to follow everything at once and fight to get our voice heard - we should be found and consulted when needed.

cnd
Sticky Note
Zero of them bought my product.

I offer the world highest-security Authentication.

This obviously was a whitewash.

cnd
Sticky Note
I provide solutions to most of those problems.

I did not even know this program exists.

Why is this program not telling those businesses to use my products?
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Action Assessment

Improve Gc@ment agencies' cyber security through a rolling Updated approach
program of independent assessments of agencies’ implementation of
ASD's Strategies to Mitigate Targeted Cyber Intrusions

Notes

ASD is using new technology solutions to improve agency cyber hygiene at scale. This
includes automated scanning tools to identify vulnerabilities in external facing systems
across government.

Dedicated technical ‘@n Teams' have also been created to uplift cyber security for
select Australian Government agencies. In addition to improving cyber hygiene these Sprint
Teams will create a situational awareness of the maturity across these agencies of their
implementation of the Essential Eight Maturity Model. ’6\
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Action Assessment

Improve Government agencies' cyber security through independent Updated approach
cyber security assessments for agencies at higher risk of malicious
cyber activity that also helps those agencies address the findings |Q

Notes

ASD has conducted active vulnerability assessments of a number of key government agencies
and provided clear guidance on mitigation and network improvement. ’_\Q
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Action Assessment

Improve Government agencies' cyber security through increasing Complete
the Australian Signals Directorate’s capacity to assess Government
agencies' vulnerability, provide technical security advice and

investigate emerging technologies ’a

—

Notes

ASD continues to improve its capacity to deliver cyber security advice and assistance across
Government. In the last 12 months this has included:

— actioning over 600 individual service requests across Government since July 2017

= providing a number of Government agencies with a range of prototype security validation
tools

= regularly updating the Information Security Monu Essential Eight Maturity Model to
ensure ASD provides the most relevant and applicabre technical security advice

— establishing a dedicated section focused on investigating emerging technology and
providing advice and guidance to Government@

— launching the Critical Infrastructure Lab, which i g used to raise awareness of critical
infrastructure security issues and research best practice in system configuration

— launching the Internet of Things (loT) Lab to enable investigation of loT product security
and respond to incidents.
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cnd
Sticky Note
This is one of the most disgusting failures I have personally witnessed in my life.

Government point-blank refuse to be secure.

That is not my opinion, that is an ASD statement made to a public forum.

cnd
Sticky Note
Obviously failing - not matter how hard I report my own, nothing ever gets fixed.

cnd
Sticky Note
There are 35, not 8.
The ISM has many more, including mandatory ones.
ALL OF THEM need to be complied with.
There need to be STIFF PENALITES for non compliance, including personal penalties (transfer, demotion, fines, dismissal) against public servants who lie/mislead about cyber topics, and who fail/refuse to correct reported vulnerabilities and/or fail/refuse to comply with mandatory cyber requirements.
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This is not working.  I attempted to find out who assessed the AEC, who had NO SECURITY on their website, and they refused to reveal it.

cnd
Sticky Note
These need to be made public.  

Departments are NOT following ASD advice (admission by the ASD to a public forum).

FoI reform is needed to facilitate public scrutiny of all this - I've been blocked at every turn which is disgusting.

cnd
Sticky Note
Why have they not called me?
I've had $1M in government funding, and now offer the world highest-security authentication product, capable of completely blocking vastly more than half of the cyber incidents they experience.

cnd
Sticky Note
Pointless - by the ASD's own admission.
Advice is not compulsory.
There are no penalties.

cnd
Sticky Note
This is not followed.
I watched the DTA deliberately mislead a senate inquiry about their compliance to this - the same inquiry that suppressed my submission, and refused to invite me to give evidence.
Defence, AEC, ABS, Health, and other departments all also do not comply.
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Action Assessment

Develop guidance for Government agencies to consistently manage | Complete
supply chain security risks for ICT equipment and services

Notes

ASD developed, in consultation with industry and government stakeholders, a technical
guidance on cyber supply chain risk management for practitioners and executives. This
guidance was published on cyber.gov.au on 25 June 2019

The Government-issued guidance provided in August 2018 to network providers highlighted
the security risks that arise in 5works, As of 18 September 2018, the Telecommunications
Act 1997 requires network operdrors'to protect Australian communications from unauthorised
interference or access that might prejudice Australia’s national security.

22

Action Assessment
Appoint a Cyber Ambassador Complete
Notes

Tobias Feakin was Australia’s inaugural Ambassador for Cyber Affairs.

23

Action Assessment
Publish an international engagement strategy on cyber security Complete
Notes

Australia’s International Cyber Engagement Strategy was published in October 2017. The
Foreign Minister released a publicly available progress report in March 2019.

24

Action Assessment

Champion an ope@e and secure internet to enable all countries to | Complete
generate growth anaopportunity online

Notes

Australia champions an open, free and secure internet in a range of international forums,
bilaterally and in multilateral groups including the UN, East Asia Summit and ASEAN Regionall
Forum. Australia has partnered with countries in the region through cyber policy dialogues
to advance our advocacy of an open, free and secure cyberspace. Australia has worked
with international partners to secure leader-level re-affirmation of key tenets of international
stability in cyberspace including the application of existing international law and agreed
norms of behaviour.

28
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Sticky Note
All my attempts to help mitigate the Austal attack failed.  Nobody seems to really care.

cnd
Sticky Note
ASD refuses to release evidence supporting their advice.

Foreign investigations are producing contradictory advice.

Something fishy is going on here - possibly interference by the USA government to obtain commercial advantage for their own suppliers.

cnd
Sticky Note
I asked to talk with him. Lets see how that goes.

Update: One week later: No response.

cnd
Sticky Note
Seems dishonest - we have multiple levels of censorship in place already, with rapidly expanding surveillance.
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Action Assessment

Partner internationally to shut down safe havens and prevent Ongoing
malicious cyber activity, with a particular focus on the

Indo-Pacific region
=

_J
Notes

Australia has presented at and contributed to a range of regional cybercrime workshops.
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Action Assessment

Build cyber capacity in the Indo-Pacific region and globally, including | Complete
through public-private partnerships

Notes

Australia will invest nearly $34 million out to 2023 to strengthen cyber capacity and resilience
in the Indo-Pacific region. This includes Australia’s Cyber Cooperation Program which has
expanded from $4 million to $34 million over four years, and $14.4 million for a sustained cyber
security partnership with Papua New Guinea for the Asia-Pacific Economic Cooperation
(APEC) and beyond.

27

Action Assessment

Establish a Cyber Security Growth Network to bring together a Complete
national cyber security innovation network that pioneers cutting
edge cyber security research and innovation, through the National
Innovation and Science Agenda

Notes

AustCyber was established in late 2016, and operational from 1 January 2017. AustCyber's
mission is: to support the development of a vibrant and globally competitive Australian cyber
security sector, thus enhancing Australia’s future economic growth in a digitally enabled

global economy. Q
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How about shutting down some of the scams hitting Australians every day as a higher priority?

cnd
Sticky Note
I have never been survey by them, and I have repeatedly asked them to do a survey.

How can they possibly achieve their mission, when they STILL no NODEA IDEA who is in the "Australian cyber security sector " or what we sell?
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Action Assessment

Boost Dataél's capacity for cyber security research, support to Complete
commercialisation of cyber security solutions, improving cyber
security skills and deepening connections with international partners,
through the National Innovation and Science Agenda

Notes

CSIRO's Dota@has boosted its capacity by implementing a cyber security strategy and
providing commercialisation support with a focus on trustworthy systems, risk-based cyber
approaches, secure data sharing and the human dimension of cyber securi is includes

a three year research partnership with Defence Science and Technology Group and other
partners, which involves 23 joint research projects, delivered in collaboration with 15 universities.
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Action Assessment

Work with business and the research community to better target Complete
cyber security research to Australia’s cyber security challenges

Notes

The Cyber S@rity Cooperative Research Centre (Cyber Security CRC) has been established
to support and enable collaboration and co-development across Australia’s cyber security
ecosystem. The Cyber Security CRC has leveraged $84.4 million worth of contributions from
25 industry, state government, university and research participants, in addition to $50 million
from the Australian Government over seven years, totalling $134.4 million.

30

Action Assessment

Promote Australian cyber security products and services for Complete
development and export

Notes

Initiatives such o@s‘tCyber working with Austrade’s Landing Pad Program and other partners
have helped Australia’s world class cyber security industry capitalise on new commercial
opportunities. With AustCyber, over 100 Australian companies have travelled to the US, UK,
Singapore, Israel, India and the Association of Southeast Asian Nations (ASEAN) across eight
trade delegations to engage with global partners and customers.

30
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Someone need to figure out how to commercialise research.

We already have world-leading products made right here, but nobody here uses them.

cnd
Sticky Note
They produced blatantly wrong results.  For example - they write: "The vast majority of cyber security compromises arise from human behaviour – a domain in which technical solutions have limited efficacy."

MY technical solution mitigates practically all the risks they didn't know how to solve.

cnd
Sticky Note
I asked them to support me. Lets see how that goes.

Update: One week later: No response.

cnd
Sticky Note
I attended the Israeli Landing Pad program.  It is an outstanding success, and the country is full of receptive, smart and amazing people willing to rapidly adopt my world leading solution.  I integrated my technology with Checkpoint - the world largest supplier of cyber security products, and I won a Tel-Aviv cyber-security award, beating all of the world-class Israeli competitors despite me coming from Australia.

As great as this program was, it is not helping me get local sales.

The best support Australia can give to Australian products is ADOPTION.

They need to stop flying around the world, and start educating our own Government to buy our solutions.
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Action Assessment

Partner with Australian governments, businesses, education providers | Ongoing

and the research community in a national effort to develop cyber

security skills

— establish academic centres of cyber security excellence in
universities

= introduce programs for all people at all levels in the workforce to
improve their cyber security skills and knowledge, starting with
those in executive-level positions

— continue to raise awareness in schools of the core skills needed
for a career in cyber security

— understand and address the causes of low participation by
women in cyber security careers

= expand the Government's annual Cyber Security Challenge
Australia to a broader program of competitions and skills

development ’—|
»,

Notes

Academic Centres of Cyber Security Excellence have been established at Edith Cowan
University (ECU) and the University of Melbourne.

AustCyber designed and is implementing a series of cyber security challenges developing
technical and non-technical skills for Australians across all age groups. These challenges are
being delivered through a range of partnerships with industry and academia. @

Annual Women in Cyber Mentoring Events, held across Australia, are bringing togetner female
students with successful women in the industry. These cyber professionals are at varying
stages of their careers, and serve as role models, offering a 12-month program of mentorship
and guidance.

The Cyber Security Challenge Australia event was scaled up, resulting in 450 per cent growth
in participation from TAFEs and over 50 per cent increase in student participation overall
in 2018. ASD is reviewing the Challenge requirements for future years.

A call for views
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Need to add: promotion of Australian products and solutions.

Need to remove outdated and wrong cyber advice.  I sell a product which they actively "educate" as being impossible, which is destroying my ability to make easy sales.

cnd
Sticky Note
Someone needs to vet the messages going out in these challenges.

If they promote wrong advice and damage sales of Australian products, they need to be fixed.
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Action Assessment

Bring together and grow public and private sector cyber security Complete
awareness programs to make the best use of combined resources

Notes

ASD coordinates awareness-raising about online security by the Australian Government
through a stakeholder group of over 20 Australian Government agencies. This group shares
information, collaborates and amplifies the awareness-raising activities of agencies,

such as the ASD's Stay Smart Online progrom@Aus‘crolion Competition and Consumer
Commission's Scamwatch, Office of the Austr Information Commissioner, Office of the
eSafety Commissioner, Australian Taxation Office, Digital Health Agency and the Department
of Human Services.

partners and the Security, Influg and Trust Group to grow public and private sector
awareness programs.

ASD and other Australian Governmint agencies also work with a range of industry

The Stay Smart Online program, which provides eas understand online security advice
to individuals and small/medium businesses has gro@ community 20 per cent each
year, and has over 1500 partners from industry, education and government sectors that
share advice and information with their employees and customers. The annual national
awareness-raising week, Stay Smart Online Week, has reached about 3 million Australians

each year, in the last two years. Q
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Action Assessment

Work with other countries on cyber security awareness raising Complete
programs to deliver mutually beneficial outcomes

Notes

ASD routinely engages with international counterparts in the development of awareness
raising programs. For example, following the attribution of the global compromise of
managed service providers, ASD coordinated advice and guidance for industry with
international partners to achieve maximum reach and impact. @

32
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Sticky Note
These are riddled with wrong advice, defeatist attitudes, and backwards priorities and all need fixing.

cnd
Sticky Note
All this duplicity needs to be eradicated.  Just one center should reign.

cnd
Sticky Note
Their advice is wrong.
They refuse to take criticism or fix their advice.
they are not measuring their outcomes (and if they did, when they find their advice is not working, they still won't fix it)
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Sticky Note
WRONG WRONG WRONG.

We need to STOP BLAMING THE VICTIM

cnd
Sticky Note
WMD all over again?  I worry about how much foreign advice is politically and commercially (e.g. HUAWEI) motivated, and it looks like the ASD is not fact-checking before adopting.

What *exactly* does "mutually beneficial" mean - is that commercial/political, or security?
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